


Biezakas web aplikaciju
drosibas problémas

® Sesiju “nolaupisana”

Cross-Site Request Forgery




Rekomendeétas




Modeli

attr_accessible
attr_protected

Aizsarga kritiskos atriblitus no
masveida pieskirsanam

? parametri
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Kontrolieri

Visam metodém, kas nav
darbibas (action) jabut privatam,
vai jaizmanto hide_action

privatas
metodes

before_filter Autorizacijas nodrosinasanai
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Kontrolieri

hidden fields

Jauzmanas no apslépto lauku
vértibam, nedrikst izmantot
pieejas tiesibu ierobezosanai

filter_parameter
_logging

lerobezo, kadi parametri
neparadas log faila

jastrada bez
skatijumiem

Testéjot drosibu, jaiedomajas,
ka nav skatijumu un kontrolieri
var sanemt jebkadus datus

GET / POST
pareiza
apstrade

Ar GET pieprasijumiem neveikt
bistamas darbibas - dzésanu,
labosSanu




Skattjumi

Visi lietotaju ievaditie dati
jaattélo ar h helperi vai
WhiteListHelper

Tas pats ar1 janem vera AJAX
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pieprasijumu rezultatu




Sesijas

SSL

ActionController::Base.session_o
ptions[:session_secure] = true

sesiju
uzturésana

reset_session
session[:user_id] = ni




Paroles

Sifretas
paroles
datubaze

Digest::SHA1.hexdigest
restuful_authentication

labas paroles
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validates_format_of
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Informacijas avoti

@ http://www.rorsecurity.info
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